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M abble Helix - Sub-Processor / Vendor Risk Matrix

This matrix is the canonical Mabble sub-processor inventory with risk-tier assessment. It isthe

supporting evidence behind:

- BAA 85 sub-processor disclosure obligation;

- DPA Art. 28(2) general written authorisation;

- CCPA / CPRA Service-Provider chain-of-control attestation;
- SOC 2 (future) sub-service organisation listing;

- Customer Vendor Risk Management questionnaires (CAIQ STA-01, SIG-Lite O.1).

The matrix is generated by hand today and is targeted to be machine-generated from the Phase 4
vendor _snapshot s table (R-P4.1) after launch, so that the diff-alert system (R-P4.2) keepsiit

current.

1. Risk tiering

Each vendor is assigned arisk tier based on the data categories the vendor receives and the role the
vendor plays.

Tier Definition Examples

**T1 - Critical**

The vendor receives or stores
customer-uploaded PHI / personal
data, OR holds key material that
protects customer data. Loss of the
vendor would directly compromise
customer data.

AWS (RDS/ S3/KMS), AWS
CloudHSM (where opted in by a
BYOK customer)

*+T2- Hight*

The vendor processes operational
metadata that, in aggregate, could
alow re-identification or sensitive
inference, OR provides controls that
protect the audit chain.

Sigstore Rekor (audit anchor), AWS
CloudWatch / GuardDuty

**T3 - Medium**

The vendor processes pseudonymised
operational telemetry or non-PHI
account / billing data.

Stripe (if billing is enabled in the
future)

currently receive customer data.

**T4 - Low** The vendor receives only GitHub, Atlassian Statuspage (if
non-customer-identifying operational enabled)
data (build artefacts, generic email).

**FNJA** Listed for transparency but does not Datadog (operational telemetry;

planned, not in production)

Onboarding criteriafor aT1/ T2 vendor:

1. Signed BAA (where the vendor will receive PHI) or DPA (where the vendor will receive

personal data of EU data subjects).

2. SOC 2 Type ll report or equivalent (1SO 27001, HITRUST) on file.
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3. Documented breach reporting commitment <= Helix's outbound BAA timing (30 days).

4. Audit-right clause (max 1x per year, reasonable notice).
5. Sub-sub-processor disclosure on request.

Vendors not meeting all five may not be onboarded as T1/ T2.

2. Matrix
Vendo | Servic | Data Reside | BAA DPA SOC 2 | Sub-co | Risk Last Diff-al
r e catego | ncy ntract | tier review | ert
ries ed to ed subscr
proces ibed
sed
AWS Primary | All us-east- | Yes- Yes- Yes- Listed T1- 2026-0 | Yes
(Amazo | databas | custom | 1 AWS AWS Typell | in Critical | 5-14
n Web e er-uplo | (default | BAA GDPR annual | AWS's
Service | hosting | aded )/ execute | DPAIn |y publish
S) - the data eu-west | d effect ed
RDS encrypt | (encryp | -1(EU sub-pro
for edvault | ted at custom cessor
Postgre | store rest ers) list
SQL with
AES-25
6-GCM
applicat
ion-laye
r
encrypti
on
before
AWS
sees it)
AWS- | Encrypt | All us-east- | Yes- Yes Yes- AWS T1- 2026-0 | Yes
S3 ed custom | 1/ AWS Typell | sub-pro | Criticadl | 5-14
backup | er-uplo | eu-west | BAA annuall | cessors
snapsho | aded -1 y
ts, data
audit-lo | (encryp
g ted)
archive | plus
(Object | audit
Lock log
COMP | entries
LIANC
E
7-year)
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AWS - Root Cryptog | us-east- | Yes- Yes Yes- AWS T1- 2026-0 | Yes
KMS key raphic 1/ AWS Typell | sub-pro | Critical | 5-14

custody | key eu-west | BAA annuall | cessors

(CMKs | materia | -1 y. FIPS

)i ; no 140-3

per-tena | custom validate

ntDEK | er d

envelop | payload HSM-b

ewrap | data acked
AWS - FIPS Cryptog | Per Yes- Yes Yes- AWS T1- 2026-0 | Yes
CloudH | 140-3 raphic custom | AWS Typell | sub-pro | Criticadl | 5-14
SM Level 3 | key er's BAA annuall | cessors

HSM material | selected y; FIPS

for only region 140-3

BYOK L3

custom validate

ers d

(opt-in)
AWS- | Applica | Non-cu | us-east- | Yes- Yes Yes- AWS T2- 2026-0 | Yes
Secrets | tion stomer- | 1/ AWS Typell | sub-pro | High 5-14
Manage | secret identify | eu-west | BAA annuall | cessors
r storage | ing -1 y

(DB operatio

credenti | nal

as, APl | secrets

keys,

etc.)

accesse

dvia

Externa

|

Secrets

Operato

r
AWS- | Applica | Session | us-east- | Yes- Yes Yes- AWS T2- 2026-0 | Yes
ElastiC | tion tokens, 1/ AWS Typell | sub-pro | High 5-14
ache cache RBAC eu-west | BAA annuall | cessors
(vakey | for lookup | -1 y
8.2) session | keys;

and no PHI

permiss | bodies

ion

lookups

(no PHI

persiste

d;

entries

TTL'd)
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AWS- | Authori | DNS Global Yes- Yes Yes- AWS T3- 2026-0 | Yes
Route tative query edge AWS Typell | sub-pro | Mediu 5-14
53 DNS metadat BAA annuall | cessors | m
for aonly y
custom
er-facin
9
domain
s
AWS- | Custom | Request | Globa Yes- Yes Yes- AWS T2- 2026-0 | Yes
CloudF | er-facin | metadat | edge AWS Typell | sub-pro | High 5-14
ront + gCDN, | a(IP, BAA annuall CEessors
WAF+ | web-ap | user y
Shield plicatio | agent,
Standar | n path);
d firewal | body
, proxied
layer-3/ | to
4DDoS | origin
protecti | under
on TLS1.3
AWS- | Operati | Operati | us-east- | Yes- Yes Yes- AWS T2- 2026-0 | Yes
Cloud ona ona 1/ AWS Typell | sub-pro | High 5-14
Watch logs, telemetr | eu-west | BAA annuall CEssors
+ metrics, | y; Pl -1 y
GuardD | threat scrubbe
uty detectio | datlog
n boundar
y by
Helix
code
AWS- | Contain | Operati | us-east- | Yes- Yes Yes- AWS T2- 2026-0 | Yes
EKS er onal 1/ AWS Typell | sub-pro | High 5-14
(Kuber | orchestr | metadat | eu-west | BAA annuall | cessors
netes ation aonly -1 y
control
plane)
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Sigstore | Externa | Cryptog | Public N/A - N/A - N/A - Linux T2- 2026-0 | Yes
Rekor | raphic us no PHI no public- | Foundat | High 5-14
transpar | hashes | infrastr | transmit | persona | good ion (integrit
ency-lo | only - ucture ted | data infrastr | sub-infr | y)

g no (Sigstor transmit | ucture; astructu
anchor custom | eis ted SOC re
for the erdata | hosted 2-equiv | provide
audit-lo | leaves by the aent rs
g Helix; Linux operatio
Merkle | only the | Foundat nal
chain root ion) practice
(D-005) | hash of
; the
Ed2551 | audit
9 Merkle
signed tree
Merkle
tree
heads
anchore
d daily
GitHub | Source | Helix us N/A - Yes- Yes- Micros | T4- 2026-0 | Yes
code source Helix GitHub | Typell | oft Low 5-14
hosting; | code; source DPA annuall sub-pro
Cl/CD | no code y Cessors
via custom only (Micros
GitHub | er data oft)
Actions
contain
er
image
registry
Cloudfl | Email- DNS Global Will Will Yes- Cloudfl | N/A - 2026-0 | n/a
are DNS query edge require | require | Typell | are not 5-14
(planne | records | metadat BAA DPA annuall | sub-pro | currentl
d, not and a no whenin y cessors | y used
yetin external | PHI product
product | monitor ion
ion) ing
Datado | Operati | Operati | US Will Will Yes- Datado | N/A - 2026-0 | n/a
g onal onal (multi-r | require | require | Typell | g not 5-14
(planne | APM telemetr | egion) BAA DPA annuall | sub-pro | currentl
d, not and y only; whenin y cessors | y used
yetin tracing | Pll product
product scrubbe ion
ion) dat
telemetr
y
boundar
y
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Postmar | Transac | Email us Yes Yes Yes AWS/ | T3- 2026-0 | Yes
k/ tional address (when (SES); (SES- Postmar | Mediu 5-14 (SES)
Amazo | emall + SES Postmar | AWS k m
n SES for minima used - k DPA Type sub-pro
(transac | sign-up, | | covered | onfile I); CEessors
tional passwor | templat by if/iwhen | Postmar
email - | d-reset, | edbody AWS activate | k Type
operatin | DSAR content. BAA); d I
g fulfilme | Body N/A for annuall
provide | nt content Postmar y
r notice, is k today
selected | etc. non-PH (Postma
per | by rk is not
environ design; currentl
ment) PHI is y the
never product
sentin ion
transact sender)
ional
email.
Stripe Subscri | Billing | US N/A - Yes- Yes- Stripe T3- 2026-0 | n/a-
(planne | ption identifi no PHI; | Stripe Typell | sub-pro | Mediu 5-14 not
dfor billing ers, billing DPA + Ccessors | m currentl
billing (when paymen data when PCI-DS y used
only - activate | t-metho only activate | SlLevel
not d) d d 1
currentl metadat attestati
yin aheld on
product by
ion) Stripe
(Helix
isout of
PCI
SCope)
DocuSi | E-signa | Signer us Yes- Yes- Yes- DocuS | T3- 2026-0 | n/a-
gn ture of name, DocuSi | DocuS | Typell | gn Mediu 5-14 sub-pro
(planne | legd email, gn gnDPA | annuall | sub-pro | m cessor
dfor docume | signing BAA onfile y Cessors toa
BAA/ nts metadat onfile sub-pro
DPA g Cessor;
executi minima not in
on) | custom
contract er data
body path
content
(legal-d
ocumen
t text,
not
PHI)

3. Aggregate counts

‘ Tier

Vendor count
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T1 - Critical 4 (AWSRDS, S3, KMS, CloudHSM)

T2 - High 6 (AWS Secrets Manager, ElastiCache,
CloudFront/WAF/Shield, CloudWatch/GuardDuty, EK'S,
Sigstore Rekor)

T3 - Medium 4 (AWS Route 53, Postmark/SES, Stripe planned,
DocuSign planned)

T4 - Low 1 (GitHub)

N/A - not currently used 2 (Cloudflare planned, Datadog planned)

**Total inventoried** *RYTE*

(Vendors whose name contains "AWS -" are counted once per service line because AWS treats each
service as a separate contractual scope under its BAA, and the Phase 4 vendor_snapshots schemallists
them individually.)

4. Notes on the matrix

1. AWSastheprimary T1 vendor. Helix runson AWS. The depth of the AWS line items
reflects that AWS provides multiple discrete services under one umbrellaBAA. From a customer's
perspective, "Helix is hosted on AWS" is the single most important data-flow fact; the line-item
detail isfor assessor review.

2. Sigstore Rekor isintegrity-only. No customer payload datais ever transmitted to Rekor; only
the EJ25519-signed Merkle tree head of the Helix audit log is anchored daily (D-005). Therisk tier is
T2 because the integrity guarantee of the audit log depends on Rekor's availability, not because
Rekor processes persona data.

3. Email provider - singlevs. dual. Helix uses AWS SES today; Postmark remainson fileasa
failover. Where adeal requires a specific provider, the relationship is migrated and the matrix
updated.

4. "Not currently used" rowsare retained in the matrix for transparency so that a customer
reviewing this document recognises that the planned-but-not-active vendors will becomelivein a
controlled rollout and will be disclosed under the BAA / DPA notice provisions before activation.

5. Diff-alert subscription indicates whether the vendor's published terms / sub-processor list /
SOC 2 cadence is monitored by the Phase 4 vendor _snapshot s system; customers subscribed to
ROPA notifications receive the diff alert.

5. Update process
The matrix is updated:

1. On every onboarding. A new vendor cannot be activated until a matrix row exists.

2. On every contract material change (e.g., AWS adds a new sub-processor, Sigstore Rekor
changes its operational model).

3. Quarterly review. Compliance Office walks the matrix; each vendor's SOC 2, BAA, and DPA
dates are verified.

Mabble Helix - Compliance Evidence - 2026-05-15
Page 7



MAEELE

HELTH

4. On customer request. Customers may request a current snapshot at any time via
sales@mabble.al.

6. Cross-r eferences

- BAA template: docs/ conpl i ance/ baa_t enpl at e. nd (Annex C carries the sub-processor list

at execution)
- Sub-processor public disclosure: docs/ conpl i ance/ sub_pr ocessors. nd
- BAA cover letter: i nt ernal / conpl i ance/ BAA cover _letter. nmd
- DPA cover letter: i nt ernal / conpl i ance/ DPA cover |l etter. nd

- SCC Module 2 cover letter: i nt er nal / conpl i ance/ SCC_nodul e_2_cover letter.nd
- Breach notification runbook: i nt er nal / conpl i ance/ breach_noti fi cati on_runbook. nd

- ROPA Art. 30 records. db/ schema/ cor t ex/ 14a_r opa_*. sql
- Vendor snapshot data model: db/ schema/ cor t ex/ 13c_vendor _snapshot s. sql

Changelog
Version Date Change
0.1.0 2026-05-14 Initial Track C publication.
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